Dav Servers

e Radicale - Cal and CardDav

e Webdav using Apache?2




Radicale - Cal and CardDav

1. Install Packages

apt update
apt dist-upgrade

apt install radicale apache2-utils

2. Authentication

In its default configuration Radicale doesn't check usernames or passwords. If the server is
reachable over a network, you should change this.

First a users file with all usernames and passwords must be created. It can be stored in the same
directory as the configuration file.

The users file can be created and managed with htpasswd :

# Create a new htpasswd file with the user "userl" using SHA-512 as hash method
$htpasswd -c /etc/radicale/users username

New password:

Re-type new password:

# Add another user

$ htpasswd -C /etc/radicale/users user2

New password:

Re-type new password:

3. Edit Configfile

vim /etc/radicale/config

[server]

hosts = 0.0.0.0:5232, [::]1:5232



[auth]
type = htpasswd

htpasswd filename = /etc/radicale/users

The default configuration binds the server to localhost. It can't be reached from other computers.
This can be changed with the following configuration options (IPv4 and IPv6):

4. FIX permissions

chown radicale /etc/radicale/users

chown -R radicale:radicale /var/lib/radicale/collections

5. Running as a Service

systemctl enable --now radicale

6. Run behind reverseproxy

server {
listen 443 ssl; # managed by Certbot

server name dav.url.tld;

location / {
proxy pass http://10.10.10.7:5232; # Radicale's default port
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy_set header X-Forwarded-For $proxy add x forwarded for;

proxy set header X-Forwarded-Proto $scheme;

7. Enter GUI and create Calendar and
Addressbook
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Webdav using Apache?2

Step 1: Install Required
Packages

First, ensure that you have Apache2 and the necessary modules installed. You can install them
using the package manager for your distribution. For example, on Ubuntu or Debian, you can run:

sudo apt install apache2 apache2-utils libapache2-mod-dav libapache2-mod-dav_fs

Step 2: Enable Required Apache
Modules

You need to enable the WebDAV modules in Apache. Run the following commands:
sudo a2enmod dav
sudo a2enmod dav_fs
sudo a2enmod auth digest

sudo a2enmod auth basic

sudo a2enmod authn file

Step 3: Create a Directory for
WebDAV

Create a directory that will be used for WebDAV storage. For example:

sudo mkdir /var/www/webdav

Set the appropriate permissions for this directory:



sudo chown -R www-data:www-data /var/www/webdav

sudo chmod -R 755 /var/www/webdav

Step 4. Configure Apache for
WebDAV

Create a new configuration file for your WebDAV site. You can create a new file in the
/etc/apache2/sites-available/ directory. For example, create a file named webdav.conf :

sudo vim /etc/apache2/sites-available/webdav.conf

In -s /etc/apache2/sites-available/webdav.conf /etc/apache2/sites-enabled

Add the following configuration to the file:

<VirtualHost *:80>
ServerAdmin admin@example.com
DocumentRoot /var/www/webdav

ServerName example.com # Change to your domain or IP

<Directory /var/www/webdav>
Options Indexes FollowSymLinks

AllowOverride None

Dav On
AuthType Basic
AuthName "WebDAV Login"
AuthUserFile /etc/apache2/webdav.password
Require valid-user
</Directory>

</VirtualHost>

Step 5: Set Up Authentication
(Optional)



If you want to secure your WebDAV with a username and password, you can create a password file.
Use the htpasswd command to create a password file:

sudo apt install apache2-utils # If not already installed

sudo htpasswd -c /etc/apache2/webdav.password username

Replace username with your desired username. You will be prompted to enter a password.

Step 6: Enable the Site
Configuration

Enable the new site configuration and reload Apache:
sudo a2ensite webdav.conf

sudo a2dissite 000-default.conf

sudo systemctl reload apache2

Step 7: Access Your WebDAV
Server

You can now access your WebDAV server through the Nginx reverse proxy. Open a web browser
and navigate to:

http://example.com

Step 8: Troubleshooting

If you encounter issues, check the Apache error logs for more information or check your config
integity:

sudo tail -f /var/log/apache2/error.log

sudo apachectl configtest



Step 9 (Optional): Configure
Nginx as a Reverse Proxy

Create a New Nginx Configuration File: You can create a new configuration file for your WebDAV
reverse proxy. For example, create a file named webdav.conf in the /etc/nginx/sites-available/
directory:

server { # Change to 443 for HTTPS
listen 80;

server _name url.tld; # Replace with your domain or IP

location / {
proxy pass http://ip-address:80; # Replace with your WebDAV server address
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy_set header X-Forwarded-For $proxy add x forwarded for;

proxy _set header X-Forwarded-Proto $scheme;

# WebDAV specific headers

proxy set header Depth $http depth;
proxy set header Destination $http destination;
proxy set header If $http if;

proxy set header Lock-Token $http lock token;
proxy set header Translate $http translate;
proxy set header If-None-Match $http if none match;
proxy set header If-Match $http if match;

proxy set header If-Modified-Since $http if modified since;



